Disclaimer:
This Incident Response Plan template is provided for general informational purposes only. It is not a substitute for professional advice, and users should adapt it to their specific needs and circumstances. While this template is based on best practices, L2 Cyber Security Solutions make no warranties or guarantees regarding its effectiveness or suitability for any particular situation. Users are responsible for ensuring the accuracy and completeness of the plan for their organisation. This template does not constitute legal advice, and users should consult with legal counsel for their specific legal needs. Incident response best practices evolve, and users are encouraged to stay updated on industry standards. It is crucial to regularly test and revise this plan to ensure its effectiveness.
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[bookmark: _Toc202884683]1. Introduction
Purpose of the Incident Response Plan
This plan serves as the foundational framework for effectively preparing for, detecting, analysing, containing, eradicating, recovering from, and post-incident reviewing all cybersecurity incidents. Its primary purpose is to minimise the impact of security breaches, maintain business continuity, and protect critical assets and data from evolving cyber threats.
Scope and Applicability
This plan applies to all systems, networks, applications, and data owned or managed by [Organisation Name], regardless of their physical location or hosting environment, including on-premises, cloud, and third-party managed services. It encompasses all personnel, including employees, contractors, and third-party vendors, who interact with or have access to [Your Organisation Name]'s information systems.
Goals and Objectives
The overarching goals of this plan are to rapidly identify, contain, and mitigate the effects of cybersecurity incidents, while minimising disruption to business operations and preserving organisational reputation. Specific objectives include reducing incident detection and response times, ensuring the timely and accurate communication of incident status, facilitating comprehensive forensic analysis, and continuously improving incident response capabilities through lessons learned.
[bookmark: _Toc146034094]


[bookmark: _Toc202884684]2. Incident Response Team
Our Incident Response Team (IRT) is a specialised group of individuals with diverse skills, activated to manage and resolve cybersecurity incidents. Each member plays a crucial role in ensuring a swift, coordinated, and effective response to protect our organisation. Below are the key roles within the IRT and their general responsibilities.
Contact Information:
	Role
	General Responsibilities
	Name
	Contact Information

	Incident Team Lead
	This person is the overall commander of the incident response. They make strategic decisions, oversee all activities, ensure timely progress, and are responsible for overall coordination and reporting to senior management.
	[Name]
	Email, Phone 

	Technical & Subject Matter Experts (SMEs)
	These are our technical specialists who get hands-on with the incident. They perform forensic analysis, identify the cause and extent of the compromise, remove the threat, restore systems, and implement technical fixes.
	[Name]
	Email, Phone 

	Data Protection & Legal
	This role ensures we comply with all legal and regulatory requirements, especially related to data privacy (like GDPR in Ireland). They advise on breach notification obligations, evidence handling, and engagement with authorities.
	[Name]
	Email, Phone 

	Communication Lead
	This person is responsible for all internal and external communications related to the incident. They manage updates to employees, customers, partners, and the media (if necessary), ensuring clear and consistent messaging.
	[Name]
	Email, Phone 

	Human Resources
	HR supports the incident response by addressing personnel-related issues that may arise during an incident, such as employee well-being, internal communications to staff, or investigations involving insider threats.
	[Name]
	Email, Phone 
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Effective incident response doesn't start when an incident occurs; it begins long before. This "Preparation" section outlines the crucial steps we take proactively to build our defences and ensure we are ready to respond quickly and effectively. By identifying our most valuable assets, understanding different types of incidents, defining their severity, and establishing clear communication channels, we significantly strengthen our ability to protect our organisation and minimise the impact of any cybersecurity event. This proactive approach is key to staying resilient in the face of evolving threats.
3.1 Identify and document critical assets:
	Asset
	Description

	Service user data
	Where is it stored, how is it protected, are there backups?

	Funder information
	Where is it stored, how is it protected, are there backups?

	Financial data
	Where is it stored, how is it protected, are there backups?

	IT Systems
	What systems are used, how are they protected, are there backups?

	Sensitive data
	Where is it stored, how is it protected, are there backups?

	Personnel
	Who are they and why are they important?

	Other
	What are they and why are they important?



3.2 Define Incident Categories:
	Category
	Description

	Unauthorised Access
	Unauthorised access to systems or data

	Malware
	Malicious software detected or suspected

	Data Breach
	Unauthorised access or exposure of data

	Denial of Service
	Disruption of network or system availability

	Insider Threat
	Suspicious activities by internal users

	Other
	Define other incident categories as applicable





[bookmark: _Toc146034096]3.3 Define Severity Levels:
	Level
	Description
	Response Actions
	Example Incident Type

	Level 1
	Low Impact: A minor security event with minimal disruption, often isolated to a single system or user, with no significant impact on business operations or data.
	Initial assessment and logging.
	A single workstation infected with low-risk adware, quickly removed by antivirus, with no data loss or spread.

	Level 2
	Moderate Impact: A security incident affecting a limited number of systems or users, causing some disruption or potential access to non-sensitive data, but not immediately threatening critical business functions.
	Incident analysis and containment.
	A successful phishing attempt on one employee that leads to their email account being used to send spam, but quickly secured.

	Level 3
	High Impact: A significant security incident affecting multiple systems or departments, causing considerable operational disruption, potential access to sensitive data (including personal data), or damage to reputation. Requires rapid and coordinated action.
	Notification, escalation, and mitigation.
	A ransomware infection affecting a department's shared drive but contained before impacting critical servers. A successful data breach involving non-sensitive customer records.

	Level 4
	Critical Impact: A severe cybersecurity incident that profoundly impacts the organisation's critical systems, leads to widespread operational outage, significant data loss/breach (especially personal data), or poses an immediate threat to the organisation's existence, reputation, or legal standing.
	Full-scale incident response – perhaps escalate to Business Continuity Plan activation.
	A widespread ransomware attack encrypting critical production servers and backups, leading to a complete business shutdown. A major data breach compromising sensitive personal data of thousands of individuals.



3.4 Communication and Notification - internal and external stakeholders:
	Stakeholder
	Method of Notification

	Internal Employees
	Email, Intranet, Sharepoint

	Law Enforcement
	Phone, Secure Channel

	Regulatory Agencies
	Email, Formal Letter

	Customers/Clients
	Email, Website Notice

	Media
	Spokesperson, Press Release



3.5 Outline of How the Incident Response Control Centre Will Operate:
The incident response Control Centre, whether a dedicated physical space or a robust virtual collaboration environment, will serve as the central operational hub for all major cybersecurity incidents. Its primary purpose is to facilitate rapid communication, collaborative problem-solving, and decisive action among the core incident response team and relevant stakeholders. This centralised approach ensures that all necessary information is readily available, decisions are made efficiently, and resources are optimally deployed to contain, eradicate, and recover from the incident with minimal business disruption.
Upon activation, typically triggered by a high-severity incident declaration, the Control Centre will become the designated meeting point for key personnel, including the Incident Team Lead, technical leads, communication specialists, legal advisors, and representatives from affected business units. The physical Control Centre will be equipped with internet connectivity and good mobile phone signal, as well as whiteboards for collaborative brainstorming. In the case of a virtual Control Centre, a dedicated and secure collaboration platform (e.g., Microsoft Teams, Google Meet or Zoom will be utilised, providing video conferencing, chat, file sharing, and integrated task management functionalities to replicate the immediacy and visual cues of a physical space.
The operation within the Control Centre will follow a structured cadence, guided by the Incident Team Lead. Regular, often hourly or bi-hourly, briefing sessions will be held to provide updates on the incident's status, review new intelligence, discuss potential courses of action, and assign new tasks. These sessions are crucial for maintaining situational awareness, identifying bottlenecks, and ensuring all team members are aligned with the overarching response strategy. Information flow will be meticulously managed, with a dedicated scribe or log keeper documenting all decisions, actions, and key observations. The Control Centre will also serve as the central repository for incident-related documentation, including forensic evidence, communication logs, and recovery plans, ensuring an auditable trail for post-incident analysis and reporting. This dynamic environment fosters immediate collaboration, allowing for swift adaptation to evolving threat landscapes and ultimately driving a more effective and coordinated incident response.

[bookmark: _Hlk200104607][bookmark: _Toc202884686]4. Incident Response Procedures
This section outlines the step-by-step process our organisation follows when a cybersecurity incident occurs. Think of it as our playbook to minimise damage, get back to normal operations quickly, and learn from every event. Our goal is to ensure a coordinated and effective response, protecting our data and systems.
4.1 Detection and Analysis:
This is the initial phase where we first become aware of a potential problem and start to figure out what's going on. It's like a smoke detector going off and then investigating to see if it's burnt toast or a real fire.
	Step #
	Action
	What it Means for You
	Responsible Party

	1
	Identify the incident – look for signs of suspicious activity, system outages or unusual data access attempts. 
	This is about recognising that something isn't right. It could be your computer acting strangely, files you can't open, a system not working, or an alert from our security tools. You are our first line of defence. If you see something unusual, report it!
	Reporting person

	2
	Create an incident log and escalate as needed.
	Once an incident is identified, we start a detailed record. This log will track everything that happens, when it happened, and who was involved. It's like creating a case file. If the issue is serious, it gets quickly passed up to the right people.
	Incident Team Lead

	3
	Contain the incident – isolate infected system, shutting down internet connection, resetting passwords. 
	This is about stopping the problem from spreading. If a computer is infected, we'll disconnect it from the network to prevent further damage. We might also reset passwords if we suspect accounts have been compromised to lock out attackers.
	IT Support

	4
	Assess the impact – Evaluate the extent of the damage, what data may be compromised, and the potential impact on the organisation’s operations. 
	Here, we figure out how bad the situation is. We'll determine which systems are affected, what kind of information might have been accessed or lost, and how this incident could affect our ability to do business. This helps us understand the severity and plan our next steps.
	IT Support






4.2 Eradication and Recovery:
Once we understand the problem, this phase focuses on eliminating the threat and restoring our systems and data so we can resume normal operations.
	Step #
	Action
	What it Means for You
	Responsible Party

	1
	Preserve evidence for investigation.
	Before we fix anything, we carefully collect and protect any digital evidence (like logs, files, or network traffic) related to the incident. This is crucial for figuring out how the incident happened and for any potential legal or regulatory actions later. We follow strict procedures to ensure this evidence is valid.
	IT Support/Subject Matter Expert

	2
	Eradicate the threat - Remove malware, patch vulnerabilities, or address the root cause of the security incident – Consult relevant Playbook if available. 
	This is where we actively get rid of the problem. If it's malware, we remove it. If the incident happened because of a weakness in our software, we fix or "patch" it. We address the fundamental reason the incident occurred to prevent it from happening again. For common types of incidents, we'll refer to specific, detailed guides called "playbooks" (like the ransomware playbook).
	IT Support/Subject Matter Expert

	3
	Recover affected systems - Restore data from backups, rebuild compromised systems, and ensure they are secure before returning them to operation. 
	Once the threat is gone, we start bringing things back online. This often involves restoring data from our secure backups to make sure it's uncorrupted. For seriously affected systems, we might completely rebuild them from scratch. Before anything goes back into use, we thoroughly check to make sure it's clean and secure.
	IT Support/Subject Matter Expert






4.3 Risk Assessment and Communications:
This phase is about understanding the potential consequences of the incident and ensuring everyone who needs to know is informed, both inside and outside the organisation.
	Step #
	Action
	What it Means for You
	Responsible Party

	1
	Assess the risks and consequences of the breach on individuals. 
· What are the potential adverse consequences for individuals?
· How serious or substantial are these consequences?
· How likely are they to happen?
	If the incident involved personal information, we rigorously evaluate how this might negatively affect the individuals whose data was compromised. We look at what harm could come to them (e.g., identity theft, financial loss, reputational damage) and how likely that harm is. This step is critical for our GDPR compliance.
	Data Protection Person

	2
	Report breach to the Data Protection Commission.
	In Ireland, if a personal data breach is likely to result in a risk to people's rights and freedoms, we are legally required under GDPR to report it to the Data Protection Commission (DPC) within 72 hours of becoming aware of it. This is a formal notification about what happened.
	Data Protection Person

	3
	Report breach to the affected individuals (if required).
	If the personal data breach is likely to result in a high risk to the rights and freedoms of individuals, we also have a legal obligation to inform those affected directly. This communication explains what happened, the potential risks, and what steps they can take to protect themselves.
	Data Protection Person

	4
	Assess the risks and consequences of the breach on the organisation.
	Beyond individuals, we also evaluate how the incident might affect our own organisation. This includes potential financial losses, damage to our reputation, operational disruptions, or legal penalties.
	Incident Team Lead/Legal

	5
	Keep relevant stakeholders notified.
	Throughout the incident, we ensure that key people within the organisation – such as senior management, department heads, and board members – are regularly updated on the situation, the actions being taken, and the progress of the response.
	Communication Lead

	6
	Notify Law Enforcement (if required).
	In cases of significant cybercrime, or when advised by our legal counsel, we may notify law enforcement agencies like An Garda Síochána. This decision depends on the nature and severity of the incident.
	Incident Team Lead




4.4 Post-Incident Activity:
Once an incident is resolved, our work isn't over. This crucial final phase is about documenting everything, learning from the experience, and making sure we're even better prepared for the next time.
	Step #
	Action
	What it Means for You
	Responsible Party

	1
	Document the incident - Record details of the event, response actions taken, lessons learned, and any remediation steps implemented. 
	We create a comprehensive final report of the entire incident. This includes exactly what happened, how we responded at each stage, what we learned from it (both good and bad), and what permanent fixes or improvements we put in place as a result. This documentation is vital for audits and future planning.
	Incident Team Lead

	2
	Review and improve - Conduct a post-incident review with your team. Analyse what worked well, identify areas for improvement, and update your incident response plan accordingly. 
	We hold a dedicated meeting, often called a "lessons learned" session. The team involved in the response openly discusses what went right, what challenges we faced, and where we could have done better. This analysis directly feeds into making our incident response plan stronger and more effective for any future incidents. We continuously adapt and improve.
	Incident Team Lead
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[bookmark: _Toc202884687]5. Investigation and Analysis
[bookmark: _Toc146034098]This phase is the critical detective work that underpins an effective incident response. It commences immediately upon incident detection and containment. Our primary objective is to thoroughly understand the "who, what, when, where, why, and how" of the incident. This involves conducting a detailed investigation to determine the cause, extent, and impact of the incident. We employ advanced forensic techniques to analyse logs from systems, networks, applications, and security tools. This includes identifying the initial attack vector, the scope of compromise (e.g., number of affected systems, compromised user accounts), the type of data accessed or exfiltrated, and the overall business impact. The investigation will also pinpoint any vulnerabilities exploited and determine if the threat actor still retains access.
Crucially, throughout this process, we must preserve evidence for potential legal and regulatory purposes. This means adhering to strict chain-of-custody protocols for all collected digital evidence, including disk images, memory dumps, network packet captures, and system logs. All forensic tools and methodologies used will be legally sound and forensically sound to ensure the admissibility of evidence in potential legal proceedings. For more information, consult Appendix (f).
Finally, we will collaborate with An Garda Síochána and other relevant agencies if necessary. This decision will be made in consultation with legal counsel and senior management, especially in cases involving serious criminal activity or significant data exfiltration. Such collaboration will be managed to ensure our organisational interests and legal obligations are met while providing necessary assistance to authorities.

[bookmark: _Toc202884688]6. Documentation and Reporting
[bookmark: _Toc146034099]This is paramount for accurate incident assessment, post-incident review, and fulfilling legal and regulatory obligations. From the moment an incident is declared, we will maintain detailed incident logs and documentation. This includes a chronological timeline of events, actions taken, decisions made, personnel involved, and observations recorded. All communications related to the incident, both internal and external, will be logged. This meticulous record-keeping is vital for forensic analysis, understanding the incident's progression, and providing an accurate account for all stakeholders. Refer to Appendices (a) and (b) for more a sample reporting form and incident log template.
Following the investigation and throughout the remediation phase, we will prepare incident reports for management, legal, and regulatory purposes. For internal management, reports will focus on the business impact, lessons learned, and recommendations for improvement. Legal reports will be meticulously crafted to address potential liabilities, legal obligations (e.g., data breach notifications), and to support any litigation. Regulatory reports will be tailored to meet the specific requirements of relevant authorities, such as the Data Protection Commission (DPC), or other sectoral regulators, ensuring timely and accurate disclosures within mandated timeframes (e.g., 72-hour notification for personal data breaches under GDPR). These reports will be factual, objective, and avoid speculation, relying solely on verified information.


[bookmark: _Toc202884689]7. Remediation and Recovery
[bookmark: _Toc146034100]In this phase we focus on eradicating the threat and restoring normal business operations safely and effectively. Our immediate priority is to develop and implement a remediation plan to prevent a recurrence. This plan will directly address the root cause identified during the investigation. Remediation steps may include patching vulnerabilities, hardening systems, resetting compromised credentials, removing malicious code, reconfiguring security controls, and deploying enhanced detection capabilities. The remediation plan will be developed in collaboration with IT and affected business units to ensure its feasibility and effectiveness.
Concurrently with remediation, we will work to restore affected systems and services to full functionality. This often involves restoring from clean backups, rebuilding compromised systems, and re-establishing network connectivity. A phased approach to recovery will be adopted, prioritising critical business functions to minimise downtime. 
Throughout and after the restoration process, we will meticulously monitor for any signs of re-infection or reoccurrence. This includes enhanced vigilance on security monitoring tools, forensic analysis of newly restored systems, and increased scrutiny of user behaviour. This sustained monitoring is crucial to confirm the complete eradication of the threat and to prevent Remote Access Trojans (RATs) or backdoors left by the attacker from reactivating.

[bookmark: _Toc202884690]8. Lessons Learned and Post-Incident Review
[bookmark: _Toc146034101]This final phase is vital for continuous improvement and enhancing our overall cybersecurity posture. Within a defined period after the incident's resolution (e.g., 1-2 weeks), we will conduct a post-incident review with the incident response team and relevant stakeholders. Refer to Appendix (c) for a sample template. This review will not be a blame exercise but a constructive analysis of the entire incident lifecycle. 
We will thoroughly identify strengths and weaknesses in the response. This includes examining the effectiveness of our detection mechanisms, the speed and efficiency of containment, the clarity of communication channels, the adequacy of resources, and the technical execution of remediation and recovery. We will also assess the performance of individuals and teams involved.
Based on these findings, we will update the incident response plan based on lessons learned. This involves revising procedures, updating contact lists, refining communication protocols, improving technical playbooks, and investing in new tools or training as identified during the review. Any identified gaps in security controls or policies will also be addressed. The goal is to transform incident experience into actionable improvements, making our next response even more effective and robust, thus strengthening our organisational resilience against future cyber threats.


[bookmark: _Toc202884691]9. Legal and Regulatory Compliance
[bookmark: _Toc146034102]This is an overarching concern throughout the entire incident response lifecycle, not just a standalone phase. We will proactively ensure compliance with all legal and regulatory requirements pertinent to cybersecurity incidents. This includes, but is not limited to, the General Data Protection Regulation (GDPR) for personal data breaches, and any sectoral regulations that apply to our industry (e.g., NIS2, DORA, financial services regulations or health sector regulations). This involves understanding reporting timelines, notification requirements, and data protection impact assessments.
Crucially, we will consult with legal counsel as needed at various stages of an incident. This consultation will be critical for: determining legal obligations, especially regarding data breach notifications; assessing potential legal liabilities; guiding evidence preservation; advising on interactions with law enforcement and regulatory bodies; and preparing any necessary public statements. Early and consistent engagement with legal counsel ensures that all actions taken during the incident response are legally sound and protect the organisation's interests, particularly in the context of data privacy laws and potential litigation.

[bookmark: _Toc202884692]10. Plan Maintenance and Training
[bookmark: _Toc146034103]This is probably the most important aspect for ensuring our incident response capabilities remain sharp, relevant, and effective. We will regularly update and test the incident response plan. This isn't a static document. It's a living guide. Updates will be triggered by changes in our IT infrastructure, new threat intelligence, lessons learned from real incidents or drills, and evolving legal or regulatory requirements. The plan will be reviewed at least annually. Testing will involve tabletop exercises, walk-throughs, and full-scale simulation drills to validate the plan's effectiveness, identify any procedural gaps, and assess the readiness of our teams.
Furthermore, we will actively conduct training and drills for the incident response team and employees. Various members of the incident response team might undergo specialised training in areas such as digital forensics, malware analysis, incident containment techniques, and communication protocols. Regular drills will simulate various incident scenarios, allowing the team to practice their roles, refine coordination, and build muscle memory under pressure. 
Beyond the core incident response team, general cybersecurity awareness training will be provided to all employees, focusing on their role in incident prevention (e.g., phishing awareness, strong password practices) and initial reporting procedures. This comprehensive training regimen ensures that both specialist responders and the wider workforce are prepared to act appropriately and effectively in the event of a cybersecurity incident.

[bookmark: _Toc202884693]11. References and Appendices
Include relevant documentation and reference materials.
A comprehensive contact list should include contact information for all members of the incident response team, key stakeholders, external parties (e.g., law enforcement, legal counsel, regulatory agencies, local authorities, insurers).
Contact details for third-party vendors or service providers who may be involved in incident response activities, such as IT support, forensics experts and incident response consultants.

[bookmark: _Toc146034104][bookmark: _Toc202884694]Appendix (a) – Incident Reporting Form:
	Incident Reporting Form
	

	Date and Time of Incident
	[Date] [Time]

	Reporting Person's Information
	

	· Name:
	[Reporting Person's Full Name]

	· Title/Position:
	[Reporting Person's Title/Position]

	· Email Address:
	[Reporting Person's Email Address]

	· Phone Number:
	[Reporting Person's Phone Number]

	Incident Details
	

	· Incident Type:
	

	· Unauthorised Access	☐
	

	· Malware		☐	
	

	· Data Breach		☐
	

	· Denial of Service	☐
	

	· Insider Threat		☐
	

	· Other (Specify):		☐
	[Specify Incident Type]

	· Description of Incident:
	[Description]

	* Provide a brief description of the incident, including any relevant details about how it was detected, affected systems, and initial observations.
	

	· Location of Incident:
	[Location]

	* Specify the location or systems where the incident occurred.
	

	Impact Assessment
	

	· Severity Level:
	

	· Level 1 (Low Impact)		☐
	

	· Level 2 (Moderate Impact)	☐
	

	· Level 3 (High Impact)		☐
	

	· Level 4 (Critical Impact)		☐
	

	· Number of Affected Systems/Users:
	[Number]

	* Specify the approximate number of systems or users impacted by the incident.
	

	Actions Taken
	

	· Immediate Response:
	[Response]

	* Describe the immediate actions taken to address the incident, including containment efforts and isolation of affected systems.
	

	· Notification:
	[Notifications]

	* List any notifications made to internal and external parties, including incident response team members, management, and stakeholders.
	

	· Evidence Preservation:
	[Preservation details]

	* Detail how digital evidence was preserved to support further investigation, if applicable.
	

	· Remediation Steps:
	[Steps]

	* Outline the steps taken or planned to mitigate the incident and prevent a recurrence.
	

	Incident Report Attachments
	

	· Screenshots			☐
	

	· Log Files			☐
	

	· Network Traffic Captures	☐
	

	· Other (Specify):			☐
	[Specify Attachments]

	Incident Reporting Person's Signature:
	[Signature] [Date]

	Incident Response Team Initial Assessment:
	

	· Assigned Incident ID:
	

	· Assigned Incident Team Lead:
	

	· Incident Classification:
	

	· Severity Level:
	

	Additional Comments/Notes:
	[Notes]

	* Provide any additional comments or notes related to the incident.
	

	Confidentiality Notice:
	

	This incident report may contain sensitive and confidential information. Access to and distribution of this report is restricted to authorised personnel involved in incident response and management.
	





[bookmark: _Toc146034106][bookmark: _Toc202884695]Appendix (b) – Incident Log Template:
	Incident Log
	

	Incident ID: [Unique Identifier]
	Date/Time: [Date and Time]

	Incident Type: [Type of Incident]
	Severity Level: [Severity Level]

	Person Logging: [Name of person maintaining the log]
	Reported By: [Name of Person Reporting]

	Location of Incident: [Location or Affected Systems]
	Status: [Current Status of Incident]

	Description of Incident:
	

	* Briefly describe the incident, including how it was detected, affected systems, and initial observations.
	

	Actions Taken:
	

	Date/Time
	Action

	[Timestamp]
	[Description of Action]

	[Timestamp]
	[Description of Action]

	... (Add additional rows for each action)
	

	Notification:
	

	Date/Time
	Stakeholder

	[Timestamp]
	[Name of Stakeholder]

	[Timestamp]
	[Name of Stakeholder]

	... (Add additional rows for each notification)
	

	Evidence Preservation:
	

	Date/Time
	Description of Evidence

	[Timestamp]
	[Description of Evidence]

	[Timestamp]
	[Description of Evidence]

	... (Add additional rows for each piece of evidence)
	




[bookmark: _Toc146034107][bookmark: _Toc202884696]Appendix (c) – Post Incident Review Template:
	Post-Incident Review
	

	Incident ID: [Unique Identifier]
	Date of Review: [Date]

	Incident Type: [Type of Incident]
	Review Participants: [List Participants]

	Incident Severity Level: [Severity Level]
	Facilitator: [Name of Facilitator]

	Objective of Review:
	

	* Specify the goal of the post-incident review, e.g., to assess the effectiveness of the incident response process, identify strengths and weaknesses, and make recommendations for improvement.
	

	Review Areas:
	

	Area of Review
	Findings and Observations

	Incident Detection and Reporting
	

	· Effectiveness of incident detection methods
	[Describe findings related to the detection of the incident.]

	· Timeliness of incident reporting
	[Describe findings related to the timeliness of reporting.]

	Incident Response Actions
	

	· Effectiveness of containment and mitigation efforts
	[Describe findings related to containment and mitigation.]

	· Coordination and communication among response team members
	[Describe findings related to team coordination and communication.]

	Documentation and Reporting
	

	· Accuracy and completeness of incident documentation
	[Describe findings related to documentation.]

	· Compliance with legal and regulatory reporting requirements
	[Describe findings related to legal and regulatory compliance.]

	Training and Preparedness
	

	· Adequacy of training and readiness of response team members
	[Describe findings related to training and readiness.]

	Additional Findings and Observations
	

	* List any other findings, observations, or areas of concern identified during the review.
	

	Lessons Learned:
	

	* Summarise the key lessons learned from the incident and the review process. Highlight both successes and areas for improvement.
	

	Action Items and Follow-Up:
	

	* List specific action items, responsible parties, and target completion dates for implementing the recommended improvements.
	




[bookmark: _Toc146034108][bookmark: _Toc202884697]Appendix (d) – Playbooks:
This section provides specific, step-by-step guides for handling common types of cybersecurity incidents. Think of these as detailed recipes that the Incident Response Team follows to manage the situation, minimise damage, and get us back to normal. Each playbook is designed to be clear and actionable, even for those not directly involved in the technical response.
[bookmark: _Toc202884698](d)1 Ransomware Incident Playbook
Purpose: This playbook outlines the immediate and follow-up actions to take when ransomware is detected. Ransomware encrypts your files and demands a payment to unlock them. Our priority is to contain the spread, recover our data, and prevent future attacks, generally without paying the ransom.
	Step #
	Action
	What to do
	Responsible Party

	1
	Initial Response & Isolation
	If a device (like your computer) seems to be infected (e.g., you see a ransom note, files won't open, or the system is very slow), do NOT turn it off immediately unless instructed.
	Affected User / IT Support

	2
	Disconnect from Network
	Immediately unplug the network cable from the affected computer or server or turn off its Wi-Fi. This stops the ransomware from spreading to other parts of our network.
	Affected User / IT Support

	3
	Report Incident Immediately
	As soon as you've disconnected the device, contact our Incident Team Lead or the IT help desk right away. Explain exactly what you saw (e.g., "My files are encrypted, I unplugged the network cable"). Use the Incident Reporting Form in Appendix (a).
	Reporting Person

	4
	Initial Assessment & Log Creation
	The Incident Team Lead will confirm its ransomware and start a detailed log of everything that happens in the incident. This is our official record of the event.
	Incident Team Lead

	5
	Assess Extent of Spread
	Our IT/Security team will quickly check if the ransomware has spread to other computers or servers. They'll use our security tools to scan the network and identify any other devices that might be infected or at risk. These too will be isolated.
	IT Support / Technical & SMEs

	6
	Secure and Verify Backups
	We will immediately check the status of our backups to ensure they are complete, uninfected, and can be used to restore our data. This is critical for recovery.
	IT Support / Technical & SMEs

	7
	Notify Cyber Insurance / Legal Counsel
	The Incident Team Lead and/or Legal Counsel will immediately inform our cyber insurance provider. They often provide expert forensic teams to help us investigate and can cover costs. Legal counsel will advise on legal obligations.
	Incident Team Lead / Legal Counsel

	8
	Evidence Preservation
	Before any major changes, we will carefully collect and preserve digital evidence from affected systems. This is vital for understanding how the attack happened and for any potential legal or regulatory actions. Refer to Appendix (f) – Evidence Preservation Guidelines.
	IT Support / Technical & SMEs

	9
	Root Cause Analysis & Threat Eradication
	Our technical experts will investigate how the ransomware got in (e.g., a suspicious email, a weak password) and thoroughly remove all traces of the ransomware and any other malicious software from our systems. This might involve patching vulnerabilities or changing compromised accounts.
	IT Support / Technical & SMEs

	10
	Decryption (If Possible)
	We will check reputable sources like www.NoMoreRansom.org to see if a free decryption tool is available for the specific type of ransomware we're dealing with. Generally, we avoid paying the ransom.
	Technical & SMEs

	11
	System Restoration (From Backups)
	If our backups are confirmed to be clean and uninfected, we will restore our systems and data from these backups. Compromised systems will need to be completely wiped and rebuilt to ensure no hidden threats remain.
	IT Support / Technical & SMEs

	12
	Post-Restoration Verification & Monitoring
	After restoring, we will thoroughly check that all data is correct and accessible. We will then implement enhanced monitoring to watch for any signs of the ransomware returning or any other suspicious activity.
	IT Support / Technical & SMEs

	13
	Lessons Learned & Prevention
	Once the incident is resolved, we will conduct a detailed review (as per Section 8) to understand how the ransomware got in and what we can do to prevent similar attacks in the future.
	Incident Team Lead
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Purpose: This playbook guides our response when an employee's email account is suspected or confirmed to have been accessed by an unauthorised person. The goal is to quickly secure the account, identify any data breach, and prevent further harm.
	Step #
	Action
	What it Means for You
	Responsible Party

	1
	Immediate Reporting & Isolation
	If you suspect your email account has been compromised (e.g., you can't log in, you see sent emails you didn't write, or contacts report strange emails from you), immediately report it to your manager or the security team/IT department. Do NOT try to log in repeatedly if you suspect an attacker is active.
	Reporting Person / Affected User

	2
	Incident Log Creation
	The Incident Team Lead will immediately create an incident log to document the report and initial observations.
	Incident Team Lead

	3
	Initial Account Disablement/Change
	IT Support will immediately change the affected email account's password and sign out all active sessions to lock out any unauthorised users.
	IT Support

	4
	Check for Forwarding Rules & Signatures
	Our technical team will check the compromised mailbox for any suspicious forwarding rules (where emails are secretly sent to another address). All findings will be documented.
	Technical & SMEs

	5
	Scan Related Devices for Compromise
	IT Support will scan any devices (computers, phones) linked to the compromised email account for malware or other signs of compromise. Any affected devices will be isolated.
	IT Support

	6
	Implement Multi-Factor Authentication (MFA)
	If not already in place, MFA will be immediately implemented on the compromised email account to add an extra layer of security and prevent future unauthorised access, even if a password is stolen.
	IT Support

	7
	Assess Extent of Data Breach
	Our technical and data protection teams will investigate what data might have been accessed or exfiltrated through the compromised email account (e.g., sensitive emails, attachments). This includes assessing the number and type of impacted emails.
	Technical & SMEs / Data Protection Person

	8
	Legal & DPC Notification Assessment
	The Data Protection Person and Legal Counsel will assess if the incident constitutes a personal data breach requiring notification to the Data Protection Commission (DPC) and/or affected individuals under GDPR (see Section 9).
	Data Protection Person / Legal Counsel

	9
	Internal & External Communication
	The Communication Lead will manage necessary internal alerts and, if required by law or company policy, prepare external communications to affected individuals or partners.
	Communication Lead

	10
	Root Cause & Remediation
	The team will investigate how the email account was compromised (e.g., phishing, weak password) and implement long-term security improvements to prevent recurrence.
	Technical & SMEs

	11
	Post-Incident Review
	A review will be conducted to identify lessons learned and update our defences (see Section 8).
	Incident Team Lead





[bookmark: _Toc202884700](d)3 Phishing Incident Playbook
Purpose: This playbook guides our response when a phishing attempt is detected, especially if users have interacted with it. Phishing attempts try to trick users into revealing information or downloading malware, usually via fake emails. Our goal is to prevent harm and educate our users.
	Step #
	Action
	What it Means for You
	Responsible Party

	1
	Initial Reporting & Immediate Action
	If you receive a suspicious email that looks like phishing (e.g., urgent requests for login info, strange links, unexpected attachments), do NOT click any links or open attachments. Immediately report the email. If you have already clicked something suspicious, disconnect your computer from the network (unplug Ethernet, disable Wi-Fi).
	Reporting Person / Affected User

	2
	Report the Suspect Email (as attachment)
	Forward the suspicious email as an attachment (not a regular forward) to the designated security email address: [Your Security Email Address]. This allows our team to analyse it safely without putting others at risk.
	Reporting Person

	3
	Incident Log Creation
	The Incident Team Lead will create an incident log, detailing the initial report and any immediate actions taken.
	Incident Team Lead

	4
	Technical Analysis of Email
	Our technical team will analyse the reported email. They will check for malicious links, attachments, and the sender's real identity to confirm it is a phishing attempt and understand its characteristics.
	Technical & SMEs

	5
	Block Malicious Indicators
	If malicious links or sender addresses are identified, our security team will immediately block them at our email gateway and firewalls. This prevents other users from receiving or interacting with the same threat.
	IT Support / Technical & SMEs

	6
	Scan Affected User's System & Account (if interacted)
	If the user clicked a link, opened an attachment, or entered credentials, our IT team will scan their computer for any malware and investigate their account for compromise. Forensic images may be taken if needed.
	IT Support / Technical & SMEs

	7
	Password Reset & MFA (If Compromised)
	If there's any indication the user's account credentials might have been compromised, their password will be immediately reset, and they will be required to set up Multi-Factor Authentication (MFA) if not already enabled.
	IT Support

	8
	Internal Alert & Awareness Reinforcement
	The Communication Lead will send an internal alert to all employees, warning them about the specific phishing attempt (without sharing the malicious link/attachment directly). This also reinforces general security awareness about phishing.
	Communication Lead

	9
	Root Cause & Remediation
	The team will investigate if there was a vulnerability that allowed the email through and implement any necessary security control improvements (e.g., updating email filters, enhancing security awareness training).
	Technical & SMEs

	10
	Post-Incident Review
	As with all incidents, a review will be conducted to identify lessons learned and update our defences (see Section 8).
	Incident Team Lead
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Purpose: This playbook addresses situations where sensitive organisational or personal data has been moved out of our control without authorisation, other than through an email account. This could involve data copied to USB drives, uploaded to unauthorised cloud services, or stolen from databases by an outsider or insider.
	Step #
	Action
	What it Means for You
	Responsible Party

	1
	Initial Detection & Reporting
	If you notice unusual data movement (e.g., large files being copied to an unfamiliar location, suspicious uploads to external sites, or alerts from security systems), immediately report it to your manager or the security team/IT department.
	Reporting Person / Affected User / Security Operations

	2
	Incident Log Creation
	The Incident Team Lead will immediately create an incident log to document the report and initial observations.
	Incident Team Lead

	3
	Containment & Isolation of Source
	IT Support will take immediate action to stop further data loss. This might involve isolating the affected system, blocking specific network connections, or revoking access for suspicious user accounts.
	IT Support / Technical & SMEs

	4
	Evidence Preservation
	Crucially, our technical experts will immediately begin preserving digital evidence related to the suspected data exfiltration. This includes logs, network traffic, and forensic images of systems involved. Refer to Appendix (f) – Evidence Preservation Guidelines.
	IT Support / Technical & SMEs

	5
	Forensic Analysis & Confirmation
	Our technical team will conduct a detailed forensic investigation to confirm if data was indeed exfiltrated, determine the type of data, the amount, and the method used by the attacker or insider.
	Technical & SMEs

	6
	Identify Affected Data & Individuals
	The Data Protection Person and Technical & SMEs will work together to identify exactly what data was compromised, especially if it contains personal data, and how many individuals are affected.
	Data Protection Person / Technical & SMEs

	7
	Legal & DPC Notification Assessment
	Based on the type and sensitivity of the compromised data, the Data Protection Person and Legal Counsel will immediately assess whether the incident constitutes a personal data breach requiring notification to the Data Protection Commission (DPC) and/or affected individuals under GDPR (see Section 9).
	Data Protection Person / Legal Counsel

	8
	Remediation & Vulnerability Patching
	The team will implement measures to close the loophole that allowed the exfiltration (e.g., patching a software vulnerability, reconfiguring security settings, improving access controls).
	IT Support / Technical & SMEs

	9
	Internal & External Communication
	The Communication Lead will manage necessary internal communications and, if required by law or company policy, prepare external communications to affected individuals or partners.
	Communication Lead

	10
	Post-Incident Review & Prevention
	A thorough post-incident review will be conducted to identify lessons learned, assess the effectiveness of the response, and implement long-term security improvements to prevent future data exfiltration (see Section 8).
	Incident Team Lead
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Scenario 1: Malware Infection
Incident Description: A user reports that their computer is behaving erratically, with a noticeable slowdown in performance. The incident response team suspects a malware infection.

Scenario 2: Unauthorised Access
Incident Description: An employee reports that they received a suspicious email from an unknown sender, and they suspect an attempted unauthorised access to their email account.

Scenario 3: Data Breach
Incident Description: A third-party vendor informs your organisation that their database, which contains sensitive customer information, has been breached. They suspect that customer data may have been exposed.

Scenario 4: Ransomware Attack
Incident Description: Multiple employees report that they are unable to access their files, and a ransom note appears on their screens demanding a cryptocurrency payment to unlock the files. The organisation suspects a ransomware attack.

Scenario 5: Distributed Denial of Service (DDoS) Attack
Incident Description: The organisation's website experiences a sudden and significant increase in traffic, causing it to become unresponsive. The incident response team suspects a DDoS attack.

Scenario 6: Insider Threat
Incident Description: A departing employee sends an email to several colleagues containing sensitive organisation information and threats of data leaks. The organisation suspects an insider threat incident.

Scenario 7: Phishing Attack
Incident Description: Several employees report that they received emails that appear to be from a trusted source but contain suspicious links. The incident response team suspects a phishing attack.

Scenario 8: Server Compromise
Incident Description: An organisation's server experiences unexpected downtime, and system administrators notice unauthorised access to the server's administrative console. The incident response team suspects a server compromise.

Scenario 9: Insider Data Theft
Incident Description: An employee who recently resigned is suspected of stealing sensitive organisation data before leaving. The organisation wants to investigate the incident and assess the extent of the data theft.

Scenario 10: Mobile Device Security Incident
Incident Description: An employee's mobile device, which contains organisation emails and documents, is lost or stolen. The organisation is concerned about potential data exposure and wants to initiate an incident response.
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(f)1. Introduction
Preserving digital evidence is a critical step in the incident response process. Proper preservation ensures the integrity and admissibility of evidence for potential legal and investigative purposes.
(f)2. Initial Considerations
Upon detecting an incident, take immediate steps to isolate affected systems or areas to prevent further compromise of evidence.
Do not alter or tamper with the original state of the affected systems or data unless necessary for containment or recovery efforts.
(f)3. Evidence Identification
Clearly identify and document the digital evidence to be preserved, including:
· Date and time of evidence collection.
· Location (e.g., server name, file path, network segment).
· Description of the evidence (e.g., log files, system images, network traffic captures).
(f)4. Chain of Custody
Establish a chain of custody for each piece of evidence collected. Document the names and roles of individuals who handle the evidence, along with date and time stamps for each transfer or action.
Use standardised chain of custody forms to maintain a clear record of evidence handling.
(f)5. Evidence Collection
Follow documented procedures for collecting evidence, which may include:
· Creating a forensic image of affected systems or storage media.
· Collecting relevant log files, configuration data, and volatile memory dumps.
· Capturing network traffic data during the incident.
· Taking screenshots or photographs of visual evidence.
· Labelling and documenting physical evidence, if applicable.
(f)6. Preservation Media
Use write-protected and forensically sound media to store evidence. Ensure that the media does not alter the original evidence during storage.
Label preservation media clearly with information such as case identifier, evidence description, and date.
(f)7. Documentation
Maintain detailed records of all evidence preservation activities, including:
· Who collected the evidence.
· Date and time of collection.
· Description of the evidence.
· Any actions taken during collection.
· Location of storage media.
· Chain of custody records.
(f)8. Secure Storage
Store preserved evidence in a secure and controlled environment, such as a locked evidence room or secure digital storage.
Implement access controls to restrict unauthorised access to evidence.
Protect evidence from physical damage, theft, or tampering.
(f)9. Periodic Verification
Periodically verify the integrity of preserved evidence to ensure that it remains unchanged. Use cryptographic hashes or other integrity-checking mechanisms.
Update chain of custody records during verification.
(f)10. Legal and Regulatory Compliance
Comply with all legal and regulatory requirements related to evidence preservation, especially when incidents involve potential legal proceedings.
Consult legal counsel for guidance on evidence handling and retention.
(f)11. Handover Procedures
Follow documented procedures for handing over evidence to law enforcement or legal authorities, if required. Maintain records of the handover process.
(f)12. Destruction of Evidence
Do not destroy preserved evidence without proper authorisation. Document the reason for any evidence destruction and obtain legal consent if necessary.
(f)13. Training and Documentation
Ensure that incident response team members are trained on evidence preservation procedures and that the guidelines are documented in the incident response plan.
(f)14. Continuous Improvement
Periodically review and update evidence preservation procedures to align with industry best practices and legal requirements.

