
Disclaimer:
This IT Disaster Recovery Plan template is provided for general informational purposes only. It is not a substitute for professional advice, and users should adapt it to their specific needs and circumstances. While this template is based on best practices, L2 Cyber Security Solutions make no warranties or guarantees regarding its effectiveness or suitability for any particular situation. Users are responsible for ensuring the accuracy and completeness of the plan for their organisation. This template does not constitute legal advice, and users should consult with legal counsel for their specific legal needs. IT Disaster Recovery best practices evolve, and users are encouraged to stay updated on industry standards. It is crucial to regularly test and revise this plan to ensure its effectiveness.
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1. [bookmark: _Toc202884452]Executive Summary: Quick Overview of Our Tech Safety Net
This plan is all about how we get our computers, internet, and all our crucial software back up and running if something goes wrong. Think of it as our tech "emergency manual."
1.1 [bookmark: _Toc202884453]Why We Have This Plan (Purpose)
To make sure our essential computer systems and data are protected and can be restored quickly after a major problem, like a cyber-attack, equipment failure, or power outage.
1.2 [bookmark: _Toc202884454]What This Plan Covers (Scope)
This plan includes all our vital computer systems, the data we store, and the tech services our business relies on to operate.
1.3 [bookmark: _Toc202884455]Who to Call for Tech Emergencies (Key Contacts)
Here are the important people and their contact details for IT-related issues.
	Name
	Role
	Mobile Number
	Alternative Contact

	[Name]
	[Role]
	[Mobile]
	[Alternate contact]

	[Name]
	[Role]
	[Mobile]
	[Alternate contact]

	…
	…
	…
	…


1.4 [bookmark: _Toc202884456]Our Goals for Getting Tech Back (Plan Objectives)
· To lose as little data as possible and get systems back online quickly.
· To restore our computer systems and services to full working order.
· To help our business continue operating smoothly.

2. [bookmark: _Toc202884457]Introduction: Understanding Our Tech Recovery Plan
2.1 [bookmark: _Toc202884458]Why We Need This Plan (Background)
In today's world, almost every business relies on technology. If our systems go down, our business can grind to a halt. This plan helps us prepare for those tech disasters so we can minimize disruption.
2.2 [bookmark: _Toc202884459]How This Document Works (Document Overview)
This guide walks you through the steps we'll take to recover our IT systems after a problem. It covers what's included, how we recover data, who does what, and how we test everything.

3. [bookmark: _Toc202884460]What Tech Is Covered (and What Isn't)
3.1 [bookmark: _Toc202884461]Important Systems & Technology Covered by This Plan (In Scope)
These are the critical computer systems, software, and connections that we must recover quickly. We'll also list our individual computers and printers in the Appendix.
	Name of System/Software/Hardware
	Make/Model/Version (if applicable)
	What It's Used For (Function)
	Is it Physical, Cloud, or Hybrid?

	Example: Customer Database
	Salesforce (Cloud-based)
	Stores all customer information and sales history.
	Cloud

	Example: Main Server
	Dell PowerEdge R740
	Hosts our accounting software and file sharing.
	Physical

	Example: Internet Connection
	Virgin Media Business Broadband
	Provides internet access for all operations.
	Connectivity

	Name 1
	Make/Model/Version 1
	Function 1
	

	Name 2
	Make/Model/Version 2
	Function 2
	

	Name 3
	Make/Model/Version 3
	Function 3
	


3.2 [bookmark: _Toc202884462]Systems & Technology NOT Covered (Out of Scope)
These are systems or devices that are either not critical for immediate recovery or are covered by a separate plan.
	Name of System/Technology
	Why It's Not Included Here (Reason for Exclusion)

	Example: Old Project Archive Server
	Contains historical data not needed for daily operations.

	Example: Employee breakroom TV
	Not business-critical.

	Name 1
	Reason 1

	Name 2
	Reason 2



4. [bookmark: _Toc202884463]How We Get Back Online: Recovery Steps
4.1 [bookmark: _Toc202884464]What to Do First: Incident Response & Escalation
When a tech problem occurs, here’s the initial sequence of actions:
1. Identify the Problem: What exactly is wrong? (e.g., "Internet is down," "Can't access customer files.")
2. Notify IT Lead/Support: Immediately contact [Name/Role] or our IT support company [Company Name, Phone Number].
3. Assess Impact: How many people/systems are affected? How critical is it?
4. Isolate (if necessary): If it's a cyber-attack or virus, immediately disconnect affected systems to prevent further spread.
5. Escalate: If the issue is severe or cannot be resolved quickly, the IT Lead will inform the Business Continuity Team Leader (from the BCP).
4.2 [bookmark: _Toc202884465]Our Data Safety Net: Backup & Recovery
This explains how we back up our important data and how we get it back.
	Where We Store Backups
	Who Is Responsible for Backups
	How Often We Back Up (Daily, Weekly, Monthly + How Many Copies)
	What Kind of Backup? (Full or Incremental)
	Notes (e.g., cloud, external hard drive)

	Example: Cloud Storage
	IT Support Company / [Name]
	Daily (7 copies), Weekly (4 copies), Monthly (12 copies)
	Full weekly, Incremental daily
	Encrypted, off-site.

	Location 1
	Responsibility 1
	Generation Schedule 1
	Type 1
	Notes 1

	Location 2
	Responsibility 2
	Generation Schedule 2
	Type 2
	Notes 2


· How to Restore Data: 
· Simple Files: [Instructions for users to recover files from shared drives/cloud, e.g., "Access 'Previous Versions' on shared drive." or "Restore from Recycle Bin in Google Drive."]
· Full System Restore: [Instructions for IT Lead/Support, e.g., "Contact [IT Support Company Name] at [Phone Number] for full server restoration."]
4.3 [bookmark: _Toc202884466]Getting Systems Back Up (System Restoration)
Once the data is safe, these are the steps to get our crucial systems working again.
	Priority (High, Medium, Low)
	Application/System Name
	Step-by-Step Recovery Procedures / Link to Detailed Guide

	High
	Customer Database (Salesforce)
	Access via web browser from any internet-connected device.

	High
	Main Server & Accounting Software
	[Detailed steps for IT Lead/Support: e.g., "Restore server image from backup," "Reinstall accounting software and restore data." Or: "See document 'Server Recovery Guide.pdf' in shared drive."]

	Medium
	Office 365 (Email & Documents)
	Access via web browser. If local sync issues, clear cache and re-sync.

	Priority 1
	Application/System 1
	Recovery steps 1 / Link 1

	Priority 2
	Application/System 2
	Recovery steps 2 / Link 2


4.4 [bookmark: _Toc202884467]Keeping Everyone Informed (Communication & Notification)
How we’ll tell staff, customers, and others about the tech problem and when it will be fixed.
· Initial Alert (to staff): [e.g., "Text message from [Name/Role]," "Email to allstaff@... from personal mobile."]
· Status Updates (to staff): [e.g., "Regular updates via team messaging app," "Dedicated internal webpage."]
· Customer Communication: [e.g., "Notice on our website," "Automated email to customers," "Social media post."]
· External Vendors/Partners: [e.g., "Email to primary contacts at [Vendor Name]."]

5. [bookmark: _Toc202884468]What We Need: Resources for Recovery
5.1 [bookmark: _Toc202884469]Who Does What: Roles & Responsibilities of IT Staff/Support
During a tech disaster, here’s who is responsible for which IT recovery tasks.
· IT Lead/Manager: [Name] – Overall coordination of IT recovery, decision-making.
· External IT Support: [Company Name, Contact] – Technical restoration of servers, networks, and complex systems.
· Office Manager/Admin: [Name] – Coordination of replacement hardware, temporary internet, physical space.
· All Staff: Follow communication instructions, use alternative methods if provided.
5.2 [bookmark: _Toc202884470]Tools & Places We'll Use (Equipment & Facilities)
How we’ll get the necessary equipment and access to facilities during recovery.
· Backup Hardware: Where spare computers/laptops are stored, or details of our hardware supplier for quick replacement.
· Alternative Internet: Mobile hotspots, fallback to mobile data, or temporary office connections.
· Work Location: If our office is unusable, how IT services will support remote work (see BCP for full details).
5.3 [bookmark: _Toc202884471]Money for Emergencies (Financial Resources)
How we'll quickly access funds for unexpected IT recovery costs (e.g., emergency hardware purchase, specialist IT support).
· Emergency Fund Access: [e.g., "Business credit card," "Designated emergency fund."]
· Approval Process: [e.g., "Expenditures over €X require approval from [Name/Role]."]

6. [bookmark: _Toc202884472]Keeping It Ready: Testing and Maintenance
6.1 [bookmark: _Toc202884473]Practice Runs (Testing Schedule)
We will regularly test this plan to make sure it works.
· Annual Live Test: [e.g., "Once a year, we will simulate a real system failure (e.g., a server crash) and follow the recovery steps."]
· Quarterly Review/Discussion: [e.g., "Every three months, we'll discuss a 'what if' scenario to ensure everyone understands their role."]
6.2 [bookmark: _Toc202884474]What We'll Practice (Test Scenarios)
We'll test common situations that could affect our IT:
· Power outage affecting IT systems.
· Main internet connection failure.
· Key software application becoming unusable.
· Data loss from a shared drive.
· Cyber-attack simulation (e.g., ransomware drill).
6.3 [bookmark: _Toc202884475]What We Learned (Test Results & Improvements)
After every test, we’ll write down what worked well and what needs to be improved. This helps us make the plan even better.
6.4 [bookmark: _Toc202884476]Keeping the Plan Current (Plan Maintenance)
We’ll update this IT DRP whenever:
· We add new computer systems or software.
· We change how we back up our data.
· We replace major IT equipment.
· After a test or a real IT incident.

7. [bookmark: _Toc202884477]Knowing What to Do: Training & Awareness
7.1 [bookmark: _Toc202884478]Training Our IT Team/Support (Employee Training)
Our IT staff (or external IT support) will be trained on their specific roles and responsibilities in this plan.
7.2 [bookmark: _Toc202884479]Keeping Everyone Aware (Awareness Programs)
We'll regularly remind all employees about IT security best practices and how to report IT problems quickly.

8. [bookmark: _Toc202884480]Continuous Improvement: Review & Update
8.1 [bookmark: _Toc202884481]Regular Check-ups (Regular Review Schedule)
This IT DRP will be formally reviewed and updated at least once a year to ensure it’s still relevant.
8.2 [bookmark: _Toc202884482]After a Real IT Problem (Post-Incident Review)
If we ever have to use this plan for a real IT disaster, we’ll hold a meeting afterward to discuss what happened, what we learned, and how to improve the plan for next time.

9. [bookmark: _Toc202884483]Useful Information & Contacts (Appendices)
This section contains all the practical details and contact lists you might need during a tech emergency.
9.1 [bookmark: _Toc202884484]Our IT Team/Support Contacts (IT Staff Contact Information)
	Name
	Address
	Phone
	Personal Email

	[Name]
	[Eircode]
	[Mobile]
	[Personal email]

	[Name]
	[Eircode]
	[Mobile]
	[Personal email]

	…
	…
	…
	…


9.2 [bookmark: _Toc202884485]Our IT Suppliers & Partners (Vendor Contact Information)
This list includes companies that provide our internet, software, hardware, or IT support.
	Service Provided
	Company Name
	Address
	Main Contact
	Phone
	Email
	Who Makes Contact (Our Person)

	Example: IT Support
	Tech Solutions Ltd.
	123 Tech St, Dublin
	John Smith
	01 123 4567
	john.smith@techsupp.ie
	[Your IT Lead/Manager]

	Service 1
	Name 1
	Address 1
	Contact 1
	Phone 1
	Email 1
	Contact Person 1

	Service 2
	Name 2
	Address 2
	Contact 2
	Phone 2
	Email 2
	Contact Person 2


9.3 [bookmark: _Toc202884486]Our IT Equipment (IT Hardware Listing)
This is a list of our significant IT hardware.
	What It Is
	Type (e.g., Server, Laptop, Printer, Router, Firewall)
	Purpose (e.g., Hosting files, Employee use, Printing)
	Make & Model
	Quantity

	Example: Server
	Server
	Hosts accounting software
	Dell PowerEdge R740
	1

	Example: Laptop
	Laptop
	General employee use
	HP ProBook 450 G9
	10

	Example: Printer
	Printer
	Office printing
	Epson EcoTank ET-4850
	2

	What 1
	Type 1
	Purpose 1
	Make/Model 1
	Quantity 1


9.4 [bookmark: _Toc202884487]How Our Network is Set Up (Network Diagram)
· Simple Diagram: A basic drawing showing how our computers, internet, and other devices are connected. This doesn't need to be professional, just clear. It could even be a hand-drawn sketch scanned in.
· Key points to show: Internet coming in, Wi-Fi router, main computers/servers, network printer connections.
9.5 [bookmark: _Toc202884488]Plan Change History (Document Revision History)
A record of when this plan was changed and what was updated.
	Version
	Date
	Description of Change

	1.0
	[Date]
	Initial creation.


9.6 [bookmark: _Toc202884489]Glossary of Terms
· IT DRP: Information Technology Disaster Recovery Plan – this document!
· Backup: A copy of your data stored separately, so you can restore it if the original is lost.
· Cloud: Storing data or using software over the internet, rather than on your local computers.
· Downtime: The period when a system or service is unavailable.
· Server: A central computer that manages resources for other computers on a network.
· Hardware: Physical computer equipment (e.g., computers, printers, routers).
· Software: Programs and applications that run on computers.

