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1. [bookmark: _Toc202884415]Executive Summary: Your Quick Guide to Staying Strong
This plan is your playbook for keeping your business running when unexpected things happen – like a power cut, a natural event, or key staff being unavailable. It helps you quickly bounce back and protect your customers, staff, and reputation.
1.1 [bookmark: _Toc202884416]Why We Have This Plan (Purpose)
To make sure our business can survive and recover quickly from any major disruption.
1.2 [bookmark: _Toc202884417]What This Plan Covers (Scope)
This plan focuses on our most important business activities, how we manage risks, our recovery steps, and how we'll test and train our team.
1.3 [bookmark: _Toc202884418]Who to Call (Key Contacts)
Here are the important people and their contact details in a crisis.
	Name
	Role
	Mobile Number
	Backup Contact

	[Name]
	[Role]
	[Mobile]
	[Alternative]

	[Name]
	[Role]
	[Mobile]
	[Alternative]

	…
	…
	…
	…


1.4 [bookmark: _Toc202884419]What We Want to Achieve (Plan Objectives)
· Keep our employees and everyone involved safe.
· Reduce any money we might lose during a problem.
· Keep our essential services going.
· Protect our business's good name.

2. [bookmark: _Toc202884420]Introduction: Understanding This Plan
2.1 [bookmark: _Toc202884421]Why We Need This Plan (Background)
Every business faces unexpected challenges. This plan helps us prepare for those "what if" moments, ensuring we can continue to serve our customers and protect our livelihood. It's especially important given [mention any recent local incidents or business changes that highlight the need].
2.2 [bookmark: _Toc202884422]How This Document Works (Document Overview)
This guide walks you through how we'll prepare for, respond to, and recover from a business disruption. Each section builds on the last to create a complete safety net for your business.

3. [bookmark: _Toc202884423]From Our "What If" Analysis (Business Impact Analysis - BIA Summary)
This section summarises the key findings from our "Business Impact Analysis" (BIA), which helped us figure out what's most important to our business and what could go wrong.
3.1 [bookmark: _Toc202884424]Our Most Important Business Activities (Critical Business Processes)
These are the core activities that our business simply must keep running.
· [List critical processes identified in your BIA, e.g., "Customer Order Processing," "Payroll," "Service Delivery"]
3.2 [bookmark: _Toc202884425]Our Recovery Goals (Recovery Objectives)
For each critical activity, here’s how quickly we aim to get back to normal and how much data we can afford to lose.
	Critical Activity
	How Fast We Need It Back (RTO)
	How Much Data We Can Lose (RPO)

	e.g., Customer Order Processing
	4 hours
	1 hour

	[Process 1]
	[RTO 1]
	[RPO 1]

	[Process 2]
	[RTO 2]
	[RPO 2]

	…
	…
	…


3.3 [bookmark: _Toc202884426]What Could Go Wrong (Risk Assessment Summary)
Here’s a quick overview of the main threats and weak spots we identified that could affect our business.
· [Summarise key threats, e.g., "Power outages," "Internet failure," "Key staff absence," "Cyber-attacks."]
· [Summarise key vulnerabilities, e.g., "Single internet provider," "No backup generator."]

4. [bookmark: _Toc202884427]Getting Ready: Managing Our Risks
4.1 [bookmark: _Toc202884428]Finding & Understanding Our Risks (Risk Identification and Assessment)
We've looked at what could harm our business (like storms, equipment failure, or even a flu outbreak). We've thought about how likely these are to happen and how bad they would be if they did.
4.2 [bookmark: _Toc202884429]How We're Reducing Our Risks (Risk Mitigation Strategies)
Here’s what we’re doing now to prevent problems or lessen their impact:
· Example: For internet outage: "Have a backup mobile hotspot."
· Example: For key staff absence: "Cross-train staff on essential tasks."
· [List specific actions your business is taking.]

5. [bookmark: _Toc202884430]Our Action Plan: Staying Operational
5.1 [bookmark: _Toc202884431]Who Does What: Our Recovery Teams
In a crisis, everyone has a role. Here’s who is responsible for what:
· Overall Business Continuity Team (BCP Team): This team guides the entire recovery effort.
· Team Leader: [Name/Role] – The main decision-maker.
· Deputy Team Leader: [Name/Role] – Steps in if the Team Leader isn't available.
· Other Team Leaders: [Names/Roles] – Leaders of different operational areas.
· Process Recovery Teams (BPR Teams): These teams focus on getting specific business activities back up and running.
· e.g., Sales Process Recovery Team: [Team Members]
· e.g., Finance Process Recovery Team: [Team Members]
· IT Recovery Team: Responsible for getting our computers, systems, and software working again.
· [Team Members/IT Support Contact]
· Support Team (Recovery Support Team): Provides essential help like HR, payroll, and communicating with customers.
· [Team Members/Departments involved]
5.2 [bookmark: _Toc202884432]What to Do When Something Happens (Incident Response and Escalation)
If a disruption occurs, here are the first steps:
5.2.1 Assess the Situation: What happened? How bad is it?
5.2.2 Notify Key Contacts: Alert the BCP Team Leader immediately.
5.2.3 Activate Plan: If the disruption is serious enough (see Section 6.1), activate this plan.
5.2.4 Escalate: If the situation worsens or requires more help, bring in higher-level management or external experts.
5.3 [bookmark: _Toc202884433]How We'll Talk to Everyone (Communication Plan)
Clear communication is vital.
· For Employees: How we'll tell staff what's happening (e.g., text message, dedicated phone line, internal website).
· For Customers/Service Users: How we'll inform customers (e.g., website announcement, social media, email).
· For Suppliers/Partners: How we'll communicate with essential vendors.
· For Public/Media (if necessary): Who will speak to the media, if needed.
5.4 [bookmark: _Toc202884434]Where We'll Work If We Can't Be Here (Alternate Worksite Procedures)
If our main office isn't usable, here's where we'll go and how we'll set up shop:
· Option 1: [Location, e.g., "Working from home - specific instructions for remote access."]
· Option 2: [Location, e.g., "Backup office space at [Address] - how to get there, what's available."]
· Key equipment/resources needed at alternate site: [List essential items.]

6. [bookmark: _Toc202884435]Putting the Plan into Action (Activation and Execution)
6.1 [bookmark: _Toc202884436]When to Start This Plan (Activation Triggers)
This plan is activated when:
· [List specific events, e.g., "Our building is inaccessible," "Main computer systems are down for more than X hours," "Key staff cannot perform critical functions."]
· The BCP Team Leader (or Deputy) decides to activate it.
6.2 [bookmark: _Toc202884437]Leading the Response (Incident Command)
The BCP Team Leader will lead the response, coordinating all teams and making key decisions.
6.3 [bookmark: _Toc202884438]Step-by-Step Recovery (Recovery Procedures)
For each critical activity, the relevant Process Recovery Team will follow these steps to get things back to normal:
· e.g., For "Customer Order Processing" after a system crash: 
1. Switch to manual order taking using forms.
2. Use backup customer database.
3. Liaise with IT Recovery Team for system restoration.
4. Update customers on delays.
· [Provide high-level steps for each critical process.]
6.4 [bookmark: _Toc202884439]What We Need (Resource Allocation)
We'll make sure teams have the people, equipment, and money they need to recover.
· Personnel: Who is assigned to which task.
· Equipment: Access to backup hardware, phones, etc.
· Funds: How to access emergency funds if needed.
6.5 [bookmark: _Toc202884440]Getting Help from Outside (External Support and Coordination)
We'll work closely with:
· Our IT support company.
· Our utility providers (electricity, internet).
· Our insurance company.
· Emergency services (Gardai, fire, ambulance) if necessary.

7. [bookmark: _Toc202884441]Keeping the Plan Sharp: Testing and Maintenance
7.1 [bookmark: _Toc202884442]Practice Makes Perfect (Testing Schedule)
We will regularly test this plan to make sure it works.
· Full exercises: [e.g., "Annually, simulating a major outage."]
· Tabletop drills: [e.g., "Every six months, discussing a 'what if' scenario."]
7.2 [bookmark: _Toc202884443]What We'll Test (Test Scenarios)
We'll test different situations, like:
· Loss of power to the office.
· Internet service disruption.
· Key software system failure.
· A key employee being unavailable.
7.3 [bookmark: _Toc202884444]Learning from Our Tests (Test Results and Improvements)
After each test, we’ll write down what worked and what didn’t, and use that information to improve this plan.
7.4 [bookmark: _Toc202884445]Keeping It Current (Plan Maintenance)
We’ll update this plan whenever:
· There are major changes in our business (new services, new location, new staff).
· We get new equipment or systems.
· After a test or a real incident.

8. [bookmark: _Toc202884446]Everyone Needs to Know: Training and Awareness
8.1 [bookmark: _Toc202884447]Staff Training (Employee Training)
All employees will receive training on their roles in this plan, so they know what to do if something happens.
8.2 [bookmark: _Toc202884448]Building a Prepared Culture (Awareness Programs)
We’ll regularly remind everyone about the importance of business continuity and how to stay safe and prepared.

9. [bookmark: _Toc202884449]Always Improving: Review and Update
9.1 [bookmark: _Toc202884450]Regular Check-ups (Regular Review Schedule)
This plan will be formally reviewed and updated at least once a year, or whenever significant changes occur.
[bookmark: _Toc202884451]9.2 After a Real Incident (Post-Incident Review)
If we ever have to use this plan for a real incident, we’ll hold a meeting afterward to discuss what happened, what we learned, and how to improve the plan.

10. [bookmark: _Toc202884452]Useful Information (Appendices)
This section contains all the practical details and contact lists you might need in a crisis.
10.1 [bookmark: _Toc202884453]Our Location Details (Building/Site Information)
	Contact/Detail
	Information

	Building/Facility Manager Name
	[Name]

	Address
	[Address]

	Main Telephone Number
	[Number]

	24 Hour Telephone Number
	[Number]

	E-mail Address
	[Email]






	Other Important Numbers/Utilities
	Name
	Contact Number(s)

	Local Gardai/Police
	[Name]
	[Number]

	Local Authority (Council)
	[Name]
	[Number]

	Electricity Provider
	[Name]
	[Number]

	Water Provider
	[Name]
	[Number]

	Building Security
	[Name]
	[Number]

	Alarm Monitoring Station
	[Name]
	[Number]

	Building Insurer
	[Name]
	[Number]

	Telephony Provider
	[Name]
	[Number]

	Data Communications Provider
	[Name]
	[Number]


10.2 [bookmark: _Toc202884454]Our Team Contact List (Staff Contact List)
	Name
	Address
	Phone
	Personal Email

	[Name]
	[Eircode]
	[Personal phone]
	[Personal email]

	[Name]
	[Eircode]
	[Personal phone]
	[Personal email]

	…
	…
	…
	...

	
	
	
	


10.3 [bookmark: _Toc202884455]Our Customers/Service Users (Service User Contact List)
	Name
	Address
	Main Contact
	Phone
	Email
	Who Makes Contact

	[Co. Name]
	[Eircode]
	[Contact name]
	[Mobile]
	[email]
	[Who contacts]

	[Co. Name]
	[Eircode]
	[Contact name]
	[Mobile]
	[email]
	[Who contacts]

	…
	…
	…
	…
	…
	…

	
	
	
	
	
	


10.4 [bookmark: _Toc202884456]Other Office/Internal Contacts (Other Office Contact List)
This includes contacts at any other parts of your organisation that you rely on or that rely on you, including internal IT staff.
	Name
	Address
	Main Contact
	Phone
	Email
	Who Makes Contact

	[Office Name]
	[Eircode]
	[Contact name]
	[Mobile]
	[email]
	[Who contacts]

	[Office Name]
	[Eircode]
	[Contact name]
	[Mobile]
	[email]
	[Who contacts]

	…
	…
	…
	…
	…
	…

	
	
	
	
	
	


10.5 [bookmark: _Toc202884457]Our Suppliers & Partners (External Vendors/Partners Contact List)
This list should include all key suppliers and partners your business depends on, like banks, regulators, office supplies, IT support, etc.
	Service Provided
	Name
	Address
	Main Contact
	Phone
	Email
	Who Makes Contact

	[Service]
	[Supplier]
	[Eircode]
	[Contact name]
	[Mobile]
	[email]
	{Who contacts]

	[Service]
	[Supplier]
	[Eircode]
	[Contact name]
	[Mobile]
	[email]
	{Who contacts]

	…
	…
	…
	…
	…
	…
	…

	
	
	
	
	
	
	


10.6 [bookmark: _Toc202884458]Office Equipment List (Office Furniture, Fixtures, Fittings and Equipment)
This list does not include IT equipment, which should be in a separate IT Disaster Recovery Plan.
	Type
	Make and Model
	Quantity
	Supplier

	[What]
	[Make & Model]
	[How many]
	[Supplier]

	[What]
	[Make & Model]
	[How many]
	[Supplier]

	…
	…
	…
	…

	
	
	
	


10.7 [bookmark: _Toc202884459]Plan Change History (Document Revision History)
A record of when this plan was changed and what was updated.
	Version
	Date
	Description of Change

	1.0
	[Date]
	Initial creation.


10.8 [bookmark: _Toc202884460]Glossary of Terms
· BIA: Business Impact Analysis – figuring out what parts of your business are most important and what happens if they stop.
· BCP: Business Continuity Plan – this plan, showing how we keep going.
· RTO: Recovery Time Objective – how quickly we need to get back to normal.
· RPO: Recovery Point Objective – how much data we can afford to lose.

