
Disclaimer:
This Business Impact Analysis template is provided for general informational purposes only. It is not a substitute for professional advice, and users should adapt it to their specific needs and circumstances. While this template is based on best practices, L2 Cyber Security Solutions make no warranties or guarantees regarding its effectiveness or suitability for any particular situation. Users are responsible for ensuring the accuracy and completeness of the plan for their organisation. This template does not constitute legal advice, and users should consult with legal counsel for their specific legal needs. Business resilience best practices evolve, and users are encouraged to stay updated on industry standards. It is crucial to regularly test and revise this assessment to ensure its effectiveness.
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1. [bookmark: _Toc202884386]Introduction: Why This Matters to Your Business
Think of this document as your business's "what if" plan. It helps you figure out:
· What parts of your business are most important to keep running?
· What happens if something goes wrong (e.g., power outage, internet goes down, a key employee is out)?
· How quickly do you need to get things back to normal?
· What can you do now to prevent major headaches later?
Filling this out will make your business stronger and more resilient!

2. [bookmark: _Toc202884387]Your Key Business Activities
Let's start by listing the most important things your business does every day. These are the activities that, if stopped, would really hurt your business.
	What We Do (Process Name)
	In Simple Terms (Description)
	Who's in Charge (Process Owner)
	What Else It Needs (Dependencies)

	Example: Processing Customer Orders
	Receiving orders, checking stock, taking payment, arranging delivery.
	Sarah (Sales Manager)
	Internet, payment system, delivery company, stock room.

	Business Process 1
	Description 1
	Owner 1
	Dependencies 1

	Business Process 2
	Description 2
	Owner 2
	Dependencies 2

	...
	...
	...
	...



3. [bookmark: _Toc202884388]What Happens If Things Go Wrong? (Impact Assessment)
Now, let's think about the "what if" scenarios for each key activity. What would be the consequences if it suddenly stopped working or was severely disrupted?
3.1 [bookmark: _Toc202884389]Money Talk: Financial Impact
How much money could your business lose if this activity stopped? Think about lost sales, fines, extra costs to fix things, etc.
	What We Do (Process Name)
	How It Hurts Our Wallet (Financial Impact Description)

	Example: Processing Customer Orders
	Lost sales, potential refunds, expedited shipping costs to catch up.

	Business Process 1
	Impact Description 1

	Business Process 2
	Impact Description 2

	...
	...


3.2 [bookmark: _Toc202884390]Day-to-Day Operations: Operational Impact
How would a disruption affect how your business runs? Think about delays, inability to serve customers, staff unable to work, etc.
	What We Do (Process Name)
	How It Stops Our Work (Operational Impact Description)

	Example: Processing Customer Orders
	Orders can't be fulfilled, customer complaints, warehouse staff have no work.

	Business Process 1
	Impact Description 1

	Business Process 2
	Impact Description 2

	...
	...


3.3 [bookmark: _Toc202884391]Our Good Name: Reputational Impact
How would a disruption affect your business's reputation? Would customers lose trust? Would you get bad reviews?
	What We Do (Process Name)
	How It Hurts Our Reputation (Reputational Impact Description)

	Example: Processing Customer Orders
	Negative online reviews, social media backlash, customers switching to competitors.

	Business Process 1
	Impact Description 1

	Business Process 2
	Impact Description 2

	...
	...



4. [bookmark: _Toc202884392]Getting Back on Our Feet: Recovery Goals
For each key activity, how quickly do you need it back up and running after a disruption, and how much data can you afford to lose?
· Recovery Time Objective (RTO): This is your target for how quickly you need to get an activity back to normal after something goes wrong. For example, if your online store goes down, do you need it back in 1 hour, 4 hours, or 24 hours?
· Recovery Point Objective (RPO): This is about how much data you can afford to lose. If your computer system crashes, how old can your last backup be? If your RPO is 1 hour, it means you can only afford to lose up to one hour's worth of data.
	What We Do (Process Name)
	How Fast Do We Need It Back? (RTO)
	How Much Data Can We Afford to Lose? (RPO)

	Example: Processing Customer Orders
	4 hours
	1 hour (meaning we backup every hour)

	Business Process 1
	RTO 1
	RPO 1

	Business Process 2
	RTO 2
	RPO 2

	...
	...
	...



5. [bookmark: _Toc202884393]What Could Go Wrong? (Risk Assessment)
Let's think about the common problems or "threats" that could affect your key activities, and what makes your business "vulnerable" to them.
5.1 [bookmark: _Toc202884394]Potential Problems (Threats) & Weak Spots (Vulnerabilities)
What specific things could stop or disrupt each key activity?
	What We Do (Process Name)
	What Could Go Wrong? (Threats & Vulnerabilities)

	Example: Processing Customer Orders
	Internet outage, payment system failure, key staff member absent, cyber attack.

	Business Process 1
	Threats and Vulnerabilities 1

	Business Process 2
	Threats and Vulnerabilities 2

	...
	...


5.2 [bookmark: _Toc202884395]How Likely & How Bad?
For each "what could go wrong" item, how likely is it to happen, and how bad would the impact be?
	What We Do (Process Name)
	Problem (Threat/Vulnerability)
	How Likely? (Likelihood: Low, Medium, High)
	How Bad? (Impact: Low, Medium, High)

	Example: Processing Customer Orders
	Internet outage
	Medium
	High

	Example: Processing Customer Orders
	Key staff member absent
	Medium
	Medium

	Business Process 1
	Threat/Vulnerability 1
	Likelihood 1
	Impact 1

	Business Process 2
	Threat/Vulnerability 2
	Likelihood 2
	Impact 2

	...
	...
	...
	...



6. [bookmark: _Toc202884396]Our Game Plan: Priorities & What We'll Do
Based on how important each activity is, how quickly it needs to be recovered, and the risks involved, let's set priorities and decide on action steps.
6.1 [bookmark: _Toc202884397]Our Top Priorities
Which activities are absolutely critical to get back first?
	What We Do (Process Name)
	Our Priority Level (High, Medium, Low)

	Example: Processing Customer Orders
	High

	Business Process 1
	High

	Business Process 2
	Medium

	...
	...


6.2 [bookmark: _Toc202884398]What We'll Do About It (Strategies)
What actions can you take now to reduce the chances of these problems happening, or to recover quickly if they do?
	What We Do (Process Name)
	What We'll Do (Mitigation & Recovery Strategies)

	Example: Processing Customer Orders
	Set up a backup internet connection, cross-train staff, implement hourly data backups, have a manual order processing fallback.

	Business Process 1
	Strategies for Business Process 1

	Business Process 2
	Strategies for Business Process 2

	...
	...



7. [bookmark: _Toc202884399]Appendices
This section is for any other details that are important but might make the main document too long.
· Key People: Who are the essential employees for each process, and what happens if they're unavailable?
· Detailed Impact Numbers: If you have specific cost calculations or other detailed figures.
· Risk Register: A more detailed list of all identified risks.
· Glossary: A list of terms and their simple explanations.
This simplified template provides a structured way for your business to think about potential disruptions and build resilience. Remember, this is a living document – review and update it regularly!

